Ciphertext-Ciphertext Equality Argument

1 Preliminaries

Basic notation. For two integers n < m, we write [n, m] to denote the set {n,n+1,...,m}. When
n = 1, we simply write [m] to denote the set {1,...,m}. For any finite set S, we use z <—r S to
denote the process of sampling an element € S uniformly at random. Unless specified otherwise,
we use A to denote the security parameter. We say that an algorithm is efficient if it runs in
probabilistic polynomial time in the length of its input. We say that a function f : N — N is
negligible if f = o(1/n¢) for any positive integer ¢ € N. Throughout the exposition, we use poly(-)
and negl(-) to denote any polynomial and negligible functions respectively.

1.1 Discrete Log Relation Assumption

The discrete log relation assumption states that given a number of random group elements in G, no
efficient adversary can find a non-trivial relation on these elements.

Definition 1.1 (Discrete Log Relation). Let G = G(\) be a group of prime order p. Then the
discrete log relation assumption on G states that for any efficient adversary A and n > 2, there
exists a negligible function negl(\) such that

Pr A(Gl,...,Gn)—>a1,...,anEZp:E!ai;éO/\Zai‘Gzo} = negl()),
i€[n]

where G1,...,G, +RG.

1.2 Rewinding Lemma

To prove security, we make use of the rewinding lemma. For the purpose of this document, we do
not require the rewinding lemma in its full generality and therefore, we rely on the following simple
variant from the work of Boneh et al. [?].

Lemma 1.2 (Rewinding Lemma). Let S, R, and T be finite, non-empty sets, and let X, Y,Y', Z,
and Z' be mutually independent random variables such that

o X takes values in the set S,
e Y and Y’ are each uniformly distributed over R,
e Z and Z' take values in the set T.

Then for any function f: S x RxT — {0,1}, we have
Pr(f(X,Y,2)=1Af(X,Y',Z')=1AY #Y'] > —¢/N,
where e = Pr[f(X,Y,Z) = 1] and N = |R|.



2 Zero-Knowledge Argument Definitions

In full generality, zero-knowledge argument systems can be defined with respect to any class of
decidable languages. However, to simplify the presentation, we define argument systems with
respect to CRS-dependent languages. Specifically, let R C {0,1}* x {0, 1}* x {0,1}* be an efficiently
decidable ternary relation. Then a CRS-dependent language for a string p € {0,1}* is defined as

Lo={u]|ITw: (p,u,w) € R}

We generally refer to p as the common reference string, v as the instance of the langauge, and w as
the witness for w.
For a class of CRS-dependent languages, an argument system consists of the following algorithms.

Definition 2.1 (Argument System). A non-interactive argument system IIps for a CRS-dependent
relation R consists of a tuple of efficient algorithms (Setup, Prove, Verify) with the following syntax:

e Setup(1*) — p: On input the security parameter A, the setup algorithm returns a common
reference string p.

e P(o,u,w): The prover P is an interactive algorithm that takes in as input a common reference
string o, instance u, and witness w. It interacts with the verifier V according to the specification
of the protocol.

e V(o,u): The verifier V is an interactive algorithm that takes in as input a common reference
string p and an instance x. It interacts with the prover P in the protocol and in the end, it
either accepts (returns 1) or rejects (returns 0) the instance x.

We use <P(p, u,w), V(p, u)> =1 to denote the event that the verifier V accepts the instance of the
protocol. We use <77(p, u,w), V(p, u)> — tr to denote the communication transacript between the
prover P and verifier V during a specific execution of the protocol.

An argument system must satisfy a correctness and two security properties. The correctness property
of an argument system is generally referred to as completeness. It states that if the prover P takes
in as input a valid instance-witness tuple (p, u,w) € R and follows the protocol specification, then
it must be able to convince the verifier to accept.

Definition 2.2 (Completeness). Let IIas be a proof system for a relation R. Then we say that
ITps satisfies perfect completeness if for any (u,w) € R, we have

Pr [<73(p,u,w),V(p, u)> = 1] =1,
where p « Setup(17).

The first security property that an argument system must satisfy is soundness, which can be defined
in a number of ways. In this work, we work with computational witness-extended emulation as
presented in Bulletproofs [?].

Definition 2.3 (Soundness [?, 7, ?]). Let IIxs be a proof system for a relation R. Then we say
that Ilag satisfies witness-extended emulation soundness if for all deterministic polynomial time P*,



there exists an efficient emulator £ such that for all efficient adversaries A = (A;, Az), there exists
a negligible function negl(\) such that

| p+ Setup(1?), (u,st) + Ai(p),
Pr [AQ(U) =1 ’ tr < (P*(p, u,st), V(p,u)) B
p < Setup(1?), = negl(\),
Pr | Ay(tr) = 1 A (tr accepting = (p,u,w) € R)| (u,st) < Ai(p),
(tr,w) <+ £9(p,u)

where the oracle is defined as O = (P*(p,u,st), V(p,u)). The oracle O allows the emulator £ to
rewind the protocol to a specific point and resume the protocol after reprogramming the verifier
with fresh randomness.

Traditionally, the soundness condition for an argument system of knowledge requires that there
exists an extractor that can use its rewinding capability to extract a valid witness from any accepting
transcript of the protocol that is produced by a dishonest prover P*. The witness-extended emulation
strengthens this traditional definition by requiring that the extractor (emulator) not only successfully
extracts a valid witness, but also produces (emulates) a valid transcript of the protocol for which
the verifier accepts. The value st in the definition above can be viewed as the internal state of P*,
which can also be its randomness.

The second security property that we require from an argument system is the zero-knowledge
property. All argument systems that we rely on in the ZK-Token program are public coin protocols
that we ultimately convert into a non-interactive protocol. Therefore, we rely on the standard
zero-knowledge property against honest verifiers.

Definition 2.4 (Zero-Knowledge). Let IIas be a proof system for a relation R. Then we say that
IIas satisfies honest verifier zero-knowledge if there exists an efficient simulator § such that for all
efficient adversaries A = (Aj, A2), we have

p = Setup(1Y), (u, w, 7) < As(p),

Pri(prmw) €RAAE) =17y (Pp,u,w),V(p,u; 7))

p + Setup(17),
=Pr |(p,u,w) € RAA(tr) =1| (u,w,7) + Az(p), |,
tr < S(u, )

where p is the public coin randomness used by the verifier.

3 Argument System Description

At the start of the protocol, the prover and verifier have access to two twisted ElGamal ciphertexts.
The prover’s goal is to convince the verifier that it knows a secret key for the first ciphertext and a
Pedersen opening (encryption randomness) for the second ciphertext. Formally, the language is
captured by the protocol is specified as follows:

[pearetxt _ u = (Py, Co, Do, P1,C1,D1) € G°, s = HNCy—s-Dy=x-G
G.H w:(s,x,r)eZg ANCL =r- PPANCi=2-G+r - H



eqg-ctxt

The language £G7 5 is specified by two group elements G, H € G that define the ElGamal encryption.
The group elements Py and P; correpond to public keys pertaining to the first and second ciphertexts
that are represented by a pair of elements cty = (Cy, Dp) and ct; = (C1, D). The prover has access
to the decryption key for the first ciphertext s and the randomness that was used to generate the
second ciphertext 7. The relation holds true if ctg = (Cp, D) and ct; = (Cy, D;) encrypt the same

message x. The argument system for the language Eg‘}i,m is specified as follows:

Prover(z,w) Verifier(z)

Ys <R Zp
Yz <R Zp
Yr <R Zp

Yo < ys - Bo
Yi <y - G+ys - Dec
Yoy, - G+y - H

Yg(—y.,-'Pl
Yo,Y1,Y2,Y3
C(*RZ;D
c
Zg—C- S+ Ys
Zyp S C T+ Yg
Zp & C T+ Yy
ZS7ZI7Z’I"

s PoZc H+Y
zx-G+zS-DO;C~CO+Y1
zm~G+zT~H;c~Cl+Y2
%P e Dy +Y;

The equality protocol follows a standard sigma protocol structure where the prover first samples
random field eleemnts ys, ¥z, y,. It then commits to these elements by sending Yy = ys - Peg,
Yi=y. - G+ys Deg, Yo =9y -G+ y.- H, and Y3 =y, - P;. Upon receiving a random challenge c,
it provides the verifier with the masked secret key zs =c s+ vy, 2z =c-x + Yz, and 2, =c- 7 + Y.
Finally, the verifier tests the four relations associated with Eg‘ﬁ“ using the masked secret key z,
and the committed values Yy, Y7, Y2, and Y.

The equality argument system above satisfies all the correctness and security properties that are

specified in Section 2. We formally state these properties in the following theorems.

Theorem 3.1 (Completeness). The ciphertext-ciphertext equality argument satisfies complete-
ness 2.2.



Theorem 3.2 (Soundness). Suppose that G is a prime order group for which the discrete log relation
assumption (Definition 1.1) holds. Then the ciphertext-ciphertext arqgument satisfies witness-extended
emulation soundness 2.3.

Theorem 3.3 (Zero-Knowledge). The ciphertext-ciphertext equality argument satisfies perfect honest
verifier zero-knowledge 2.4.
4 Proof of Security

4.1 Proof of Theorem 3.1

To prove completness, let us fix any valid instance and witness for Eg"}?“: Py, Co, Dy, P1,C1,D1 € G
and s,z,r € Zj, such that

(] S'POZH
e Cog—s-Dyp=x-G
° Clzx-G—{—T-H
o D1:T-P1

Let ysyz, yr and ¢ be any elements in Z,, and let
¢ Yo=ys Po, Yi=ys G+ys Do, Yo=y - GH+y,-H Ys=y,- P
® 2, =C- S+ Ys, 2z =C-T+ Yz, and 2, = c- 1T+ Y,

in an execution of the protocol. Then we have

zs - Po=(c-s+ys) P
=c-(s-Py)+ys P
=c-H+Y)

2e G+ 2s-Dyg=(c-x+vys) -G+ (c-s+ys) Do
=c-(x-G+s-Do)+ (Y - G+ ys - Do)
=c-Cop+YV;

2G4z Dy =(c-x+yy) -G+ (c-r+yr) - H
=c-(z-G4+r-H)+ (yo-G+y,-H)
=c-C1+Yy

z-Pr=(c-r+y) P
=cr-Pi+y - H
=c-D1+Ys

As all the algebraic relations that the verifier checks hold, the proof is always accepted. Completeness
follows.



4.2 Proof of Theorem 3.2

To prove soundness, we construct an emulator £ that has oracle access to any malicious prover
P* and extracts a valid witness by rewinding P* and simulating two execution of the zero-balance
protocol with an honest verifier V.

Let (Py, Co, Dy, P1,C1, D1) be an instance of the language Cg}{cm. We construct an emulator £
that uses P* to extract a valid witness as follows:

e The emulator £ first executes <73* (p,u,st), V(p, u)> to produce a transcript tr = (Yp, Y7, Ys,
}/37 C7 287 2.1’7 ZT’)'

e Then, it rewinds the protocol to the point where the verifier V samples a random ¢ <—r Z,. It
programs V with fresh randomness such that V generates a new ¢ < Z, independently of the
previous execution of the protocol.

e The emulator completes the second execution of <73*(p,u, st), V(p, u)>, producing a new
transcript tr = (Yo, Y1, Ya, Y3, ¢, 2%, 20, 21).
o If c — ¢ =0, then the emulator aborts and returns L. Otherwise, it computes
s e (— ) le— )
C w2 (e — )
—r<+ (2 —2.)/(c={)

and returns (s, z,r) as the witness.

To complete the proof, we first bound the probability that £ does not abort at the end of the two
executions of (P*(p,u,st),V(p,u)). Then, we show that if £ does not abort, then the extracted
witness (s, z,r) is valid.

Abort probability. The emulator £ aborts only when ¢ = ¢/, which is dependent on the probability
that P* successfully convinces V at the end of the protocol. Let ep« be the probability that P*
successfully convinces V in (P*(p, u,st), V(p,u)). We bound the probability that ¢ = ¢ with ep-
using the rewinding lemma 1.2. Specifically, let us define the following random variables:

e Let X be the elements (Y, Y1, Y2, Y3) in the transcript of an execution of <73*(p, u, st), V(p, u)>
e Let Y and Y’ be the values ¢ and ¢ respectively in the two executions of (P*(p,u,st), V(p,u)).

e Let Z and Z’' be the values (zs, 25, 2r) and (2%, 2., z]) respectively in the two executions of

(P*(p,u,st),V(p,u)).

e Let f(tr) — {0,1} be the protocol verification function that returns 1 if tr is an accepting
transcript and 0 otherwise.

Then, the rewiding lemma states that
Prf(X.Y,Z)=1Af(X,Y,Z)=1AY #Y'] > &p. —ep+/p.

By assumption, we have 1/p = negl(\). Therefore, if ep« is non-negligible, then the probability that
& aborts at the end of the two executions of (P*(p, u,st), V(p,u)) is non-negligible.



Witness validity. Now assume that the two executions of <77 p7 u,w), V(p, u)> returns two accepting
transcripts tr = (Y, Y1, Ya, ¢, 25, 2a, 2 ), tr' = (Yo, Y1, Y2, ¢, 25, 2L, 20), and that € does not abort and
returns

o s (zs—2L)/(c— ()
oz (2, —2L)/(c—{)
o 1 (o0 — e~ )

Since tr and tr’ are accepting transcripts, we have
zg - Po=c-H+Yy,

Z;~P0:C/'H+Y0,
This means that (z, — 2,) - Py = (¢ — ¢/) - H and hence, s- Py = H. Similarly, we have

Zeg G+ 2zs-Dog=c-Cy+ Yy,

2 -G+2L-Dy=c - Co+ Y,
This means that (z, — 22) - G+ (25 — 2%) - Do = (¢ — ) - Cpy and hence, z- G+ s- Dy = Cy. We have

2e  G+zr-H=c-Cy+ Yo,

2 -G+z2.-H=c -C)+Ys,
which means that (z, — 25) -G + (2 — 2,.) - H = (¢ — ) - C} and hence, z- G+ r - H = Cy. Finally,

we have
zr-Pr=c-Dy+ Yy,
2l - Py =¢ Dy + Yy,

which means that (z, — 2.) - P, = (¢ — ) - Dy and hence r - P, = Dy.

We have shown that if P* successfully convinces the verifier V for an instance x = (P, Cy, Dy,
Py, Cy, Dq) with non-negligible probability, then the emulator £ successfully extracts a valid witness
(s,z,r). This completes the proof of soundness.

4.3 Proof of Theorem 3.3

le any elements Py, Cy, DoCp € G and s, x,r € Zj, that satisfy the witness relation of Ceq CtXt. Let
= (Y, Y7, Y5, Yo' ¢, 2%, 2%, 27) be any accepting transcript. By the specification of the protocol,

PEAAC I Nads B Nad o
the probability that an honest execution of the protocol by the prover and the verifier results in the

transcript tr* is as follows:
Pr [<P(p7 u, U)), V(pa U)> —> tr\tr = tl’*] = 1/p5

To prove zero-knowledge, we define a simulator S that produces such distribution without knowledge
of a valid witness s, z, and 7.

S(Py, Co, Do, P1,C1, Dy):

1. Sample c, zs, 2z, 2r <R Zp



Set Yo=2,-FPy—c-H

Set Y1 =2, -G+ 25-Dg—c-Cy

Set Yo=2,-G+2z.-H—c-Cy

Set Ys3=12.-P,—c-D;

Return tr = (Yo, Y1, Y2, Y3, ¢, 25, 22, 21)

A T o

The simulator S returns a transcript that is uniformly random given that

2 - Po=c-H+Y,
Ze G+ 2zs-Dyg=c-Cy+ Y7,
20 G+z. - H=¢-C; +Y5.
zr P =c- D1+ Y3,

As the variables Yy, Y1, Ys, and Y3 are completely determined by ¢, zs, 2, 2, we have
Pr [S(Po, Co, Dy, P1,C1, Dl) — trAtr = tr*] = 1/p5,

for any fixed transcript tr*. Zero-knowledge follows.
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